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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

Response to Amendment 

1. Applicant's amendment filed 12 September 2005 amends claims 1, 6, 16, 21, 27, 32, and 
cancels claims 4, 5, 7, 8, 19, 20, 22, 23, 30, 31, 33, 34, Applicant's amendment has been fully 
considered and is entered. 

Response to Arguments 

2. Applicant's arguments, filed 12 September 2005, with respect to the rejection(s) of 
claim(s) 1, 6, 16, 21, 27, 32 under 35 U.S.C. 102(e) as being anticipated by Moyer have been 
fully considered and are persuasive. Therefore, the rejection has been withdrawn. However, 
upon further consideration, a new ground(s) of rejection is made in view of England, U.S. Patent 
No. 6,327,652. 

3. Claims 1,3,31, and 59 of copending Application No. 09.852,562 have been canceled 
which overcomes the provisional rejection of double patenting. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except diat an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 1, 6, 16, 21, 27, 32 are rejected under 35 U.S.C. 102(e) as being anticipated by 
England, U.S. Patent No. 6,327,652. Referring to claims 1, 6, 16, 21, 27, 32, England discloses a 
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digital rights management system wherein a user computer system contains a processor, 
cryptographic processor, nonvolatile memory, and volatile memory (Figure IB), which meets the 
Hmitation of a host processor, cryptographic processor integrated circuit, system memory, and 
local memory. Wherein signing, encryption, decryption, and authentication operations can be 
performed by the cryptographic processor (Col. 7, lines 44-50). As known to those of ordinary 
skill in the art, the nonvolatile memory (Figure IB, 144) is the random access memory module 
discussed in England (Col. 6, lines 13-15) and would be the operational memory for the central 
processing unit (Figure IB, 140). In a secure booting and program loading procedure a first key 
pair is loaded into volatile memory from the boot loader section of the nonvolatile memory (Col. 
13, line 64 - Col. 14, line 2), which meets the limitation of loading at least one operand from the 
system memory to the local memory. Once loaded into the volatile memory, the private key of 
the first key pair is used to sign a boot log (Col. 14, Unes 5-6). This procedure would be 
performed by the cryptographic processor and the resuhs would of course be stored in the 
volatile memory, which meets the limitation of executing an instruction using the cryptographic 
process that references the at least one operand using a first relative position in the local 
memory, generating a result based on the at least one operand, and storing the result at a second 
relative position in the local memory. Since the private key is stored in the volatile memory it 
would have a relative position within that memory. The first key pair was never deleted, and 
therefore still exists within the volatile memory. So when the result of the signing operation is 
stored in volatile memory, it would have a different location in the volatile memory, which meets 
the limitation of wherein the first relative position comprises a first offset from a base address in 
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the local memory, and the second relative position comprises a second offset from the base 
address in the local memory. 

Claim Rejections - 35 USC §103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

7. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

8. Claims 2, 17, 28 are rejected under 35 U.S.C, 103(a) as being unpatentable over England, 
U.S. Patent No. 6,327,652. Referring to claims 2, 17, 28, in addition to the above teachings, 
England discloses that after the first key pair is stored in volatile memory, a second key pair is 
stored in volatile memory (Col. 14, lines 3-5). The second private key from the second key pair 
is later used to sign the boot log (Col. 14, lines 12-14), which meets the limitation of executing 
the instruction using the cryptographic processor that references a first one of the operands using 
the first relative position in the local memory and a second one of the operands using a second 
relative position in the local memory. England does not disclose exactly where in memory the 
key pairs are stored, but it would have been obvious to one of ordinary skill in the art at the time 
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the invention was made for the key pairs to be stored contiguous to one another since the 
memory is volatile and the operations are being performed subsequent to a boot operation (Col. 
11, lines 39-45). After the boot operation the volatile memory would be empty, and therefore 
subsequent data stored within would be stored contiguously. 

9. Claims 3, 18, 29 are rejected under 35 U.S.C. 103(a) as being unpatentable over England, 
U.S. Patent No. 6,327,652, in view of Schneier. Referring to claims 3, 18, 29, England discloses 
storing multiple key pairs and signing a boot log with the private keys (Col. 13, line 60 - Col. 14, 
line 14), but does not disclose that the keys are different sizes. It would have been obvious to one 
of ordinary skill in the art at the time the invention was made because England discloses that the 
private keys are valid for a short duration of time (Col. 15, lines 39-47) and a wise cryptographer 
would determine the length of the key based on the lifetime of the key (Schneier, page 160). 
Since the key pairs correspond to different components, it would be understood that the lifetime 
of the keys would be different for different components. 

Conclusion 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin E. Lanier whose telephone number is 571-272-3805. 
The examiner can normally be reached on M-Th 7:30am-5 :00pm, F 7:30am-4pm. 

If attempts to reach the examiner by telephone are unsuccessfijl, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Benjamin E. Lanier 
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SUPERVISORY PATENT EXAMINER 
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